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Scope of Work for IT FMS 
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3.0. [bookmark: _Hlk126672928]Scope of Work
3.1. [bookmark: _Toc474785268]Project Objective
BOB Financial Services intends to go for end-to-end IT infrastructure management for a period of three years. The Vendor (Successful Bidder) will have to deliver on the following areas of services under the project. The broad scope of work would include the following:
3.1.1 	Integrated Service Desk (Call Logging Tools, Asset Management, patch Management, Self-Help, etc.)
3.1.2 L2 Support Desk
3.1.3 	Remote Infrastructure Management Services
3.1.4 	Active Directory Services
3.1.5 	End User Peripherals Management 
3.1.6 	E-Mail o365
3.1.7 	Preventative Maintenance 
3.1.8 Asset Management and MDM Devices
3.1.9 File Server Management
3.1.10 	Third Party Vendor Coordination
[bookmark: _Hlk135027937]3.1.11 Laptop / Desktop and their respective Software i.e. MS Office, Teams, Windows, MAC OS, EDR, Crowdstrike, SapphireIMS, SecureAge, Endpoint Production, Accops, VPN, WinZip, WinRAR, LAN, Corporate Application and their Vendor Co-ordination etc.
3.1.12 		Software/Hardware renewal management, Vendor/OEM Invoice and Payment follow-up


The entire scope of work/proposed requirement/services or obligations required to be performed by the Vendor in terms of this RFP shall be hereinafter be referred to as “Project”/”Solution”/”Services” and such terms may be used interchangeably, however shall have the same meaning as described herein.

The Vendor should ensure that all systemic changes or new requirements necessitated out of Government / other regulatory guidelines or other Company requirements as per the RFP are made available from day one of the IT INFRASTRUCTURE FACILITY MANAGEMENT SERVICES going live. Any new government/ regulatory requirements that impact the provided IT INFRASTRUCTURE FACILITY MANAGEMENT SERVICES to the Company need to be incorporated as a feature upgrade or an enhancement or a patch and should be provided to the Company at no additional cost during the period of the contract.

3.1.1 Intergraded Service Desk - L1 Support

This service desk shall be the first point of logging tickets for all users. It shall be the central hub for all service tickets involving problem, change and service management processes and includes both incident management and service request management. The support staff in the L1 service desk must have a minimum relevant experience of 2.5+ years each. The responsibilities of L1 Service desk include, but not limited to: Receive incidents, service requests, queries and change requests from Company’s end users or IT staff through all agreed modes of communication. 

Log tickets into the service desk tool, on behalf of users if required, with correct category, severity, problem description, user information, etc. as per predefined matrix and track their resolution time. Log tickets generated by alerts in the tools deployed for applications and infrastructure management. Assign the incidents or route the calls to appropriate technical group or support team and categorize into appropriate severity or priority group. 

The ITSM & ITAM tools will be completely owned by BoB Financial. The Bidder has to support to manage the update/upgrade/deployment. The Bidder has to submit the Quote for Separately License Cost for Tools renewals or upgradation. however this tools completely managed by bidders.

Aggregate tickets using existing communication medium. Monitor the call trends and response time. Transfer the tickets to requiring level 2 or 3 response/Support/application team through service desk application and escalate the tickets to responsible teams/vendors/OEM to resolve the issue. The Bidders has to arrange the sufficient L1 resources to BOB financials.

[bookmark: _Hlk133866577]Maintain the opening and closing of tickets for tracking purposes and track call response metrics. Generate dashboards with key metrics for effective management. Update incident status to users periodically and as per the communication standards. Remote Infrastructure Management Services this team shall be the first point of resolution of tickets for all users. It shall be the central team for all incident management and service request management. This will be the first level of support as part of L1 support. The responsibilities of remote Infrastructure Management Services include, but not limited to:
i. Receive incidents, service requests, queries and change requests from Service Desk through one of the agreed modes of communication.
ii. Resolve said incidents, service request and problem based on description, user information, etc. as per predefined matrix and track their resolution time.
iii. Assign the incidents or route the calls to appropriate technical group or support team and categorize into appropriate severity or priority group.
iv. Document and transfer tickets requiring level 2 or 3 response through service desk application.
v. Self-help(Chatbot/others) features automate helpdesk services, making it quick and easy for end users to get the answers/guide to resolve the issue they need without human intervention. Automated basic issue resolution like outlook functions, Wi-Fi/connectivity functions, password reset functions, searchable knowledge bases improve end users satisfaction, etc.. and make agents more productive by freeing them to focus on solving complex issues.
vi. Operating Systems (OS) installation / re-installation, upgrades and patches for 
vii. desktops/Laptops, Troubleshoot Network connectivity (LAN) issues, Software installations such as basic requirement and BFSL applications, Desktop / Laptop readiness, Configuration of Print devices (network and local) on desktops, Co-ordinate with vendors for support, build the site knowledgebase by recording relevant calls details, Escalate calls to technical specialists on time to enable closure within SLA, Periodic preventive maintenance, User AD Password Reset / Unlock Id's, User backup, User data Recovery, User Password Reset, User Management and any other software used for BFSL related activity.

3.1.2 L2 Support Desk

This support or service desk shall be the responsible to follow the all request or incident tickets with 
application teams/vendors/OEMs and co-ordinate to resolve the issue. It shall be the central hub for all service tickets involving problem, change and service management processes and includes both incident management and service request management. The support staff in the L2 support/service desk must have a minimum relevant experience of 4+ years each(multitasking like servers, Networks and end-users support knowledges). The responsibilities of L2 support/Service desk Receive incidents, service requests, queries and change requests from Company’s end users or IT staff through all agreed modes of communication. The Bidders has to arrange the sufficient L2 resources to BoB financials. but not limited to:

i. Monitoring the servers and networks using BoB Financial or Partners provided tools.
ii. Co-ordinate between Server team and Partners/Vendor/OEMs and follow to resolve the issue or complete the request.
iii. Co-ordinate between Network team and Partners/Vendor/OEMs and follow to resolve the issue or complete the request.
iv. Troubleshoots / Support the Server/Network teams all activities and co-ordinate with Partners/Vendor/OEMs to track their resolution time.
v. Troubleshoots / Support the end users incident or request for desktop, laptop, wifi, end-user-application installation, etc…
vi. Follow the service level agreement (SLA) for Partners/Vendor/OEMs.
vii. Prepare the required Documents for end users, server teams, Network teams like SOP, user guide, installation guide, etc…
viii. Prepare the service/incident ticket trends and submit the daily, weekly, monthly, quarterly and yearly reports to BOB financials as per request.
ix. Desktops/Laptops troubleshooting and resolving, O365 Mail management, Windows/Mac OS troubleshooting, Cisco IronPort management, EDR(CrowStrike) Management, SapphireIMS, SecureAge, Accops, VPN, BFSL First level troubleshooting and support and any other software used for BFSL related activity.

3.1.3 Remote Infrastructure Management

All the remote IT infrastructure of BFSL monitoring/management will be managed by BFSL Mumbai office. The Bidders has to arrange the sufficient resources to BFSL Mumbai office. In general it includes remote monitoring, LAN/WAN network monitoring, servers monitoring, security services monitoring, Desktop/Laptop monitoring, all network devices monitoring, All types of links monitoring, wifi monitoring, Printers monitoring, etc. but not limited to only monitoring, L1/2 support team responsible to reach the required vendor/coordinator to full fill the required and resolve the issue.


3.1.4 Active Directory Services
As part of this activity, Vendor shall be responsible for managing Microsoft Active Directory Platform. Vendor shall manage the Master and Slave LDAP server. Vendor shall manage the replication of Master LDAP server configuration to replicate to Slave LDAP server. This service would include the Maintenance of Configurations of directory schema for user record maintenance. Vendor shall also factor necessary support services from Microsoft.
a. Manage directory structures
b. Manage domains
c. Create and Manage Enterprise Group Policies and Security Policies
d. Perform backup and recovery of AD servers and AD objects
e. Ensuring replication between ADCs
f. Use AD Groups to control group policies
g. User Management
h. DNS Management

3.1.5 End User Peripherals Management

Vendor has to support desktop, laptops, tablets and smart devices across Head Office and Branches. Vendor shall be responsible for following activities but not limited to:
a. Configuration / Re-Configuration of the systems, Client Application Installation
b. Configuration will include IP Setting, browser settings for various applications, migration of data from old desktops to new desktops, E-mail Client Configuration and configuration of add on devices such as printers, Scanners etc.
c. Any problem related with OS Maintenance, reloading of OS with all device drivers, OS upgrade, device drivers, system configuration and network configuration (if required) shall be attended to and rectified by the Vendor. The Vendor shall also keep a copy of all device drivers, firmware updates etc.
d. Re-installation of Operating System, Applications, System Software etc.

3.1.6 E-Mail Management

Vendor shall be responsible for following activities but not limited to: 
a. Administration of O365 mail servers and mail messaging solution. 
b. Monitoring performance and management of user account, mail boxes, post office and address book. 
c. Backup and archival management. 
d. Implementation of mail policies as defined, including, but not limited to, user security, access control, encryption, mail box sizes, mail sizes, spam, content filtering, etc. 
e. Management and monitoring mail queues, mail routing of incoming and outgoing mail. 
f. Vendor shall be responsible for Anti-Spam Management also: 
a. Release quarantined mail based on request through approval process 
b. Analyse the spam mail entering the network and modify or create/filters upon change approval to arrest the spam 
c. Create and modify filters, sub-filters, policies and sub-policies 
d. Create or modify compressed file settings 
e. Set or modify exception handling settings 
f. Set or modify schedule update settings 
g. Perform virus engine and spam engine filter updates 
h. Set or modify SMTP routing settings 
i. Add or delete trusted and un-trusted IPs and domains 
j. Block or allow specific mail IDs 
k. Manage spam filter logs and perform monthly policy back up of spam filter application 

3.1.7 Preventive Maintenance

a. Preventive maintenance (which includes health & fitness check-up of the equipment) situated in HO, and Branches on quarterly basis.
b. Coordinate and ensure periodical maintenance by OEMs as per the respective contracts entered with them by BOB Financials. 
c. Level 1/2 Team is responsible to execute the preventive maintenance task with help of Coordinate with vendor/OEMS.

3.1.8 Asset Management with MDM devices
a. The Bidder will responsible to support the assets operational including move, add, and delete changes/customization of Licenses/Software updates, releases, Version upgrades.
b. The Bidders will responsible for Yearly Physical Asset verification.
c. The Bidder should update and maintain all supplied equipment to correctly reflect actual state of the setup at any point in time during the warranty and AMC period.
d. The Bidder shall also provide monitoring and onsite support, The Bidder shall co-ordinate and co-operate with the other Teams, Complete automation of IT client management processes including discovery and inventory, advanced, analytics, software delivery, remote desktop control, patch management and system migration optimize existing process and recommend changes for optimal functioning of Solution, in-tune with best practices and audit compliance. 
e. The Bidders will be responsible for ensuring all Assets are harden as per defined Security policy by BFSL, The Bidders will also responsible for ensure all Security software approved by BFSL is available in working condition at End user asset, The Latest security Patches of Operating system, Latest Definition of AV must be updated at all End user Machine.
f. The Bidders will be responsible for MDM devices support with help of Coordinating with vendor/OEMs.
g. Asset allocation, movement and redeployment, Asset Tracking, Assets Inventory Update, Maintain Stock ledger, Asset Maintenance (repair of faulty spares, providing stand-by), Preparation of Asset Management related reports, Ensure that all activities assigned by the reporting manager is completed on target.
h. Manage vendors escalations for AMC vendors, Report on vendor performance, All PO to be raise on time, follow up with vendor till delivery of asset and Software licensing management.

3.1.9 File Server Management

Bidder shall be responsible for file server management and provide support to end users, like folder creation, user permission, ftp client installation, end-user ftp configuration, quote, ftp data backup, ftp restores, etc. but not limited to coordinate with vendor/OEMs to full fill the end-user requirements.


3.1.10 Third Party vendor (OEM) coordination services

The vendor has to coordinate with various 3rd party vendors (Product support/ OEM/ AMC/ Warranty) for the IT infrastructure (Software and hardware). Vendor will provide 3rd party vendor co-ordination services in order to ensure proper coordination, timely support/ resolution and seamless operations.
a. Maintain good relations with them 
b. Logging calls, co-ordination and follow-up with vendor
c. AMC/ Warranty/ Support Tracking / escalations.
d. Tracking of assets sent for repair
e. Maintain database of the various vendors with details like contact person, telephone numbers, escalation matrix, response time and resolution time commitments.

3.1.11 [bookmark: _Hlk135027998]Laptop / Desktop and their respective Software i.e. MS Office, Teams, Windows, MAC OS, EDR, Crowdstrike, SapphireIMS, SecureAge, Endpoint Production, Accops, VPN, WinZip, WinRAR, LAN, Corporate Application and their Vendor Co-ordination etc.

Bidder has to resolve Laptop/Desktop related issue and their peripherals i.e. Mouse, key Board, Installed software i.e. MS Office, Teams, Windows, MAC OS, EDR, Crowdstrike, SapphireIMS, SecureAge, Endpoint Production, Accops, VPN, WinZip, WinRAR and any other software used for BFSL related activity.
First level application Support and transferring to Application Bucket and ensuring same have been closed with TAT. 

3.1.12 [bookmark: _Hlk135643641]Software/Hardware renewal management, Vendor/OEM Invoice and Payment follow-up

Bidder shall be responsible for follow-up submitting IT-related invoices and tracking the payment status with BFSL team.
Bidder L1/L2 team or TL is responsible for collecting the 3rd Party/Vendor/OEM invoice and submitting to BFSL finance for payment release.
All PO to be raise on time, follow up with vendor till delivery and  Software licensing management

Bidder shall be responsible for several tasks related to software/hardware renewal management, vendor/OEM/3rd party invoices, and payment follow-up. Bidder shall be responsible for the following activities but not limited to:
a. Software/Hardware Renewal Management: The bidder should follow the process of renewing software and hardware products. This includes keeping track of License expiration dates, Support expiration dates, initiating the renewal process, and ensuring that all necessary licenses or subscriptions are up to date. It may involve coordinating with vendors or original equipment manufacturers (OEMs) to ensure smooth renewals.

b. Vendor/OEM/3rd Party Invoices: The bidder should handle invoices from vendors, OEMs, and third-party service providers. This involves verifying the accuracy of invoices, reconciling them with the services or products received, and managing the payment process. It may require coordinating with the finance department or relevant stakeholders to ensure prompt and accurate payment.

c. Payment Follow-up: The bidder is responsible for following up on payments related to vendor, OEM, or third-party invoices. This involves monitoring the payment due dates, ensuring invoices are processed, addressing any payment-related issues or discrepancies that may arise and inform to BFSL management. It may also include coordinating with internal teams or external stakeholders to resolve payment delays or disputes.

Overall, the bidder is expected to have the necessary skills and knowledge to effectively manage software/hardware renewals, handle invoices from various sources, and ensure timely payments while maintaining good relationships with vendors and service providers.

Service Levels 

Service Window: 8:00 AM to 8:00 PM

Incident Tickets:
All Incident requests are created and responded on time-to-time, follow-up with the respective team / dependency team and ensure to follow-up to close each Incident request, then provide the RCA.
	Priority
	Description
	Response time
	Resolution time
	Dependency / Response Follow-up with internal / external team

	P1
	Problem due to which 100 or more users are affected
	10 Minutes
	Within 2 Hours
	Within every 30 mins

	P2
	Problem due to which 50 - 99 or more users are affected
	20 Minutes
	Within 4 Hours
	Within every 1 hour

	P3
	Problem due to which up to 0- 49 users are affected
	30 Minutes
	Within 6 Hours
	Within every 2 hours



Service Request Tickets:
All service requests are created and responded on time-to-time, follow-up with the respective team / dependency team and ensure to follow-up to close the each service request.
	Priority

	Description
	Response time
	Resolution/Completion time
	Dependency  Follow-up with internal/external team

	Service Request
	Created all the service request and response.
	30 Minutes
	Within 1 days
	Within every 6 hours





SLA Penalty Calculation: 

Measurement
	Target
	Penalty

	Resolution Time for the Issues being managed by the Vendor 	100 % of the calls which are registered under various Severity level to be resolved within the resolution mentioned
	No Penalty

	Unresolved calls
	P1 - 0.1% of the Quarterly Payment for every 30 minutes (or its part) delay.

	
	P2 - 0.05% of the Quarterly Payment for every 60 minutes (or its part) delay.

	
	P3 - 0.025% of the Quarterly Payment for every 120 minutes (or its part) delay. 

	Routing of Non-Vendor supported actions to the appropriate Service Provider on immediate basis or within 10 Minutes
	No Penalty

	
	




Compliance and Reporting SLAs 

	Measurement	Frequency of Submission
	Target	Penalty

	IMAC Report	Monthly and Quarterly	Report for the previous month shall be submitted by the 10th of the next month	 Before 10th  
	NA

	Root Cause Analysis Report
	After 10th Rs. 10,000 from Quarterly Payment

	Infrastructure Utilization
	After 15th Rs. 20,000 from Quarterly Payment

	Asset Detail Report
	After 20th Rs. 30,000 from Quarterly Payment




Penalty Capping

The penalty shall be calculated on total quarterly payment The total quarterly deduction should not exceed 5% of the total applicable payment in a quarter.  If in each quarter the penalties computed is more than 10 % for three consecutive quarters on account of any reasons will be deemed to be an event of default and termination.
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